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Background

Underground Economy has been established

Sale, request and price of underground goods and services

Frequent Anti-virus update

Background

Numerous unknown Trojans 

1350 updates in October, once 
per half hour

“The number of new threats will again have doubled by the end 
of 2008” -- Kaspersky 

Signature-based security product is not a good solution
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Trojan Detection and Defense System

Three Main Modules

File Search Module

IRP Monitor Module

API Evaluation Module

Important Files Module

Important Files 
Specific folderSpec c o de
“C:\Windows\system32\config\SAM”

Specific file name or extension name
“MY_bank_account.*”; “password.xml

Keywords in the file content
The files  containing the names  ID  phone numbers  The files, containing the names, ID, phone numbers, 
credit card numbers of the users
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IRP Monitor Module

IRP (I/O  request packet) monitoring
key information’s data structure:

(Time, PI, FP, TR, RO, OI)
Time: packet’s creation time. 
PI: Information of the Process.
FP: Path of the File. 
TR: Type of the Request.
RO: Result of the Operation. 
OI: Other Information

API Evaluation Module

Feature Selection
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API Evaluation Module

Feature Selection
Method Selectionet od Se ect o

Bayes

Neural Network 

Testing Result
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Testing Result

Thank youThank you
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