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×Social Network Websites (or SNS, Social 
Network Sites) are popular

VSome are just the copy version of Facebook.

VXiaonei (http://www.xiaonei.com) :the most 
famous social network website in China. Now, it 
has over 40 million registered users 1.

1 Introduction

1. http://xiaonei.com/info/About.do



×Social Network Websites are popular

VAfter Facebook introduced the third party 
application interface in 2007 [1] , others followed.
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×Social Network Websites are popular

VThe third party application interface can poses 
severe security and privacy risks to their users. 

VThe copy version of Facebook in China, Xiaonei, 
will be investigated for the case study.

1 Introduction



×Third party application interface

VFacebook: FBML and other APIs

VXiaonei: 

ÅXNML: own subset of HTML and CSS

ÅAn API for making representational state 
transfer (REST) calls to Xiaonei

ÅXiaonei JavaScript [2]

2 The Social Network Platform



×Third party application interfaceôs 
structure
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×Third party application interface

VFor XNML, it can be interpreted by the 
Xiaonei server as follows:

the tag <xn:name uid="loggedinuser"/>

can be processed by Xiaonei server to display the 
already logged in userôs picture and other profile 
information.

2 The Social Network Platform



×User Authentication and Authorization 
Methods

VUser uses the third party application for the first 
time:

userôs browser will send several parameters using 
GET method

3 Security and Privacy Challenges 



×User Authentication and Authorization 
Methods

VAfter the user logs in the application 

parameters will send as the hidden parameter 
when using POST method.

3 Security and Privacy Challenges 



×Attacks (1 st)

VApplications do not have user authentication 
mechanism:

These applications are only a small quantity of all 
the applications.

Have significant risks on userôs reputation.
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×Attacks (2 nd)

VApplications have insufficient user authentication 
mechanism:
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×Attacks (3 rd )

VApplications mainly use Flash:

some popular third party applications are flash 
applications.

hackers can decompile them to obtain the 
applicationôs secret key easily[3] .

3 Security and Privacy Challenges 



×Situations:

VA lot new social network websites have emerged 
followed Facebook.

VThird party interface poses a lot of privacy and 
identity challenges to their user.
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×Suggestions:

VIt is social network websiteôs responsibility to 
protect its userôs privacy and reputation.

VThe framework of the social network websiteôs 
third party interface should be improved.

VThe privacy and identity challenges should be 
considered if other website decides to open its 
third party interface.
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×Future Works & Solutions:

VWe will concentrating on developing a automatic 
evaluation mechanism to evaluate the third party 
applicationsô security.

VSecurity -as-a-Service (also SaaS) and Privacy -
as-a-Service (also PaaS) can be used by social 
network websites to improve their security and 
privacy [4] .

4 Conclusion
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×Recommendation Materials
From 2007, IEEE started a workshop held in conjunction 
with IEEE Symposium on Security and Privacy (S&P), that 
is Web 2.0 Security and Privacy.

http://w2spconf.com/2009/

http://w2spconf.com/2008/

http://w2spconf.com/2007/
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